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XG	Firewall	in	2017
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Top	Rated
NSS	Labs

Gartner

Industry	Reviews

Top	Quality
Streamlined	deployment

Stability,	Reliability	and	

Performance	enhancements

Top	New	Features
New	Management	&	Troubleshooting

Breakthrough	Application	Control

New	Hardware	&	More



Top	Requested	Features	in	v17
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• Rule	management	for	large	rule	sets
• Improved	logging
• Enhanced	trouble-shooting	tools
• IKEv2	Support
• Object-based	Business	Rules
• Keyword	Monitoring	for	Education
• VPN	UI	Improvements
• IPS	&	App	Policy	UI	Improvements
•Wildcard	DNS	Support

By	partners	and	customers



XG	v17	New	Features
Security	&	Control
• Synchronized	App	Control
• Web	Keyword	Monitoring
• IPS	&	App	Control	UI	with	
Smart	Search	and	Lists

Management	&	Troubleshooting
• Firewall	Rule	Management
• Unified	Log	Center	&	more	
granular	logging
• Policy	Test	Simulator

Networking	&	VPN
• IKEv2	Support
• VPN	UI	Improvements
• Wildcard	DNS	Support
• NAT	rule	enhancements



The	App	Control	
Problem
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• Firewall	app	control	is	
signature	based
• Some	apps	will	never	
have	signatures
• Some	apps	are	evasive	to	
avoid	detection
• Some	app	traffic	is	too	
generic	(HTTP/HTTPS)



The	Solution	– Synchronized	Security
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Security	Heartbeat™

Synchronized	App	
Identification
The	Endpoint	inherently	
knows	exactly	what	
applications	are	generating	
traffic	and	shares	that	info	
with	the	firewall	in	real-time

Synchronized	App	Control
The	firewall	automatically	
categorizes	endpoint	reported	
applications	and	applies	app	
control	and	traffic	shaping	policy



App	Control	in	v17
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Taking	Application	Visibility	and	Control	to	a	whole	new	level	with	Synchronized	Security

What	Firewalls	See	Today What	XG	Firewall	Sees

All	firewalls	today	depend	on	static	
application	signatures	to	identify	apps.		But	
those	don’t	work	for	most	custom,	obscure,	
evasive,	or	any	apps	using	generic	HTTP	or	
HTTPS.		You	can’t	control	what	you	can’t	
see.

XG	Firewall	utilizes	Synchronized	Security	
to	automatically	identify,	classify,	and	
control	all	unknown	applications.	Easily	
blocking	the	apps	you	don’t	want	and	
prioritizing	the	ones	you	do.



First	Look:	Next-Gen	App	Control



9



10



First	Look:	Actionable	Log	Center



Unified	Log	Viewer
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Near
Final



Unified	Log	Viewer
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Near
Final



Unified	Log	Viewer
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Near
Final



Web	Policy	Test
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First	Look:	Enterprise	Rule	Management



Firewall	Rule	Improvements
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Near
Final



Firewall	Rule	Improvements
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Near
Final



Firewall	Rule	Display	Improvements
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Near
Final


